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Computer viruses have been one of the most serious threats to information security due to 
the significant damage and the fast spread of them. Although classical computer anti-virus 
software has played a huge role, as virus become more complex and sophisticated, it is no 
longer able to detect various forms of virus code effectively. It‘s crucial to develop new 
and fast methods for detecting unknown viruses. 
In recent years, domestic and overseas scholars are focus on applying support vector 
machine (SVM) technology to the tasks of virus detection, and many results have been 
obtained. In the situation of continuous generation of new malicious code family and the 
rapid growth of malicious code, the existed methods and techniques face some difficulties. 
Large scale of train samples caused huge amount of time and high computer memory 
which makes it difficult to achieve real-time detection. For the above observations, this 
paper will focus on the training algorithm of SVM on large-scale data set and apply in 
virus detection.  
The main works of this thesis is follow: 
(1) Aimed at speeding up the SVM classification process, this paper proposed a 
sample reduction method by choosing the decisive samples from the original set. Since 
malicious code and benign executables are becoming more and more similar, we propose 
to apply fast agglomerative hierarchical clustering based on dynamic merge threshold to 
cluster both types of executables and choose decisive samples from overlap samples and 
the center of each cluster. Experimental results have shown its effectiveness. 
(2) In the above sample reduce based SVM algorithm, the appropriate number of 
clusters is the weighing factor between time consuming and the detection accuracy. 
However, in the field of virus detection, it is not possible to know in advance the ―true‖ 
number of families on real data collection. An Improved clustering validity index is 
presented to estimate the number of clusters based on hierarchical clustering algorithm 
and categorical attributes. By applying it to sample reduce based SVM algorithm, it helps 















(3) A malware detection system AVDHSVM (An Automatic Virus Detection System 
Based on Hierarchical Support Vector Machine) was designed according to the new 
method. Promising experimental results demonstrate that this method can quickly and 
efficiently generate classification model, and has high predictive ability. 
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为 12674 个，约是 2008 年的 1.42 倍。从图 1.1 可以看出仅仅 10 月份一个月便有
1743 个恶意代码家族产生，而新恶意代码家族不断加入，直接拉动了恶意代码
的持续快速增长。图 1.2 统计了 2005 年到 2009 年的病毒数量的增长情况，可以
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